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The summary of the thesis entitled “E-commerce consumer’s personal data protection” 
focuses on safeguarding the personal data of consumers in the context of distance con-
tracts (hereinafter “e-commerce”). It delves into the legal framework and regulations that 
govern the protection of personal data in these contractual relationships. By analyzing rel-
evant laws and regulations, the thesis aims to shed light on the specific provisions and re-
quirements aimed at ensuring the privacy and security of consumers’ personal information.

The scope of this thesis encompasses a comprehensive examination of the legal 
and practical aspects surrounding the protection of personal data in e-commerce, as 
well as, based on what was researched, the proposal of some recommendations both 
for the legislator and for the e-commerce participants. This thesis explores the rights 
and/or obligations of both service providers and consumers, the technological solu-
tions available for data protection, and the mechanisms for ensuring data protection. 
By providing an in-depth analysis of these topics, the thesis aims to offer valuable 
insights into the complexities of data protection in distance contracting scenarios.

The objectives of this thesis are twofold. Firstly, it aims to critically analyze the 
existing legal framework and regulations pertaining to the protection of personal data 
in e-commerce. Through this analysis, the thesis seeks to identify gaps, challenges, 
and areas for improvement within the current regulatory landscape. Secondly, the the-
sis aims to propose practical measures and recommendations to enhance the protec-
tion of consumers’ personal data in e-commerce, thereby contributing to the develop-
ment of more effective and comprehensive data protection practices.

The legal framework for e-commerce consumer’s data protection in the Republic 
of Moldova and Europe exhibits notable differences. In Europe, the General Data 
Protection Regulation (GDPR) serves as a comprehensive and harmonized legisla-
tion applicable across all EU member states. The GDPR establishes stringent require-
ments for the processing and protection of personal data, ensuring individuals’ rights 
and placing significant obligations on organizations. In contrast, Moldova has its own 
set of laws and regulations governing data protection, which may not align entirely 
with the GDPR. While efforts have been made to harmonize Moldovan legislation 
with EU standards, there may still be variations in terms of scope, definitions, and 
enforcement mechanisms. Moldova’s legal framework for consumer data protection 
in e-commerce is shaped by its national laws, such as the Law on Personal Data Pro-
tection no.133 dated 8 July 2011, which may not be as comprehensive as the GDPR. It 
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is important for businesses operating in both regions to be familiar with and adhere to 
the specific legal requirements in each jurisdiction to ensure compliance and protect 
consumers’ data rights.

Besides the variations in definitions and terminology between the Moldovan law 
and the GDPR, another important difference lies in the enforcement mechanisms. The 
GDPR has robust provisions for fines and penalties in case of non-compliance, includ-
ing significant monetary penalties. In contrast, the Moldovan law on data protection 
have different penalties and enforcement mechanisms that are specific to the jurisdic-
tion and are not as stringent.

The thesis also explores the risks and challenges associated with protecting con-
sumer’s personal data in the context of e-commerce. The chapter begins by identify-
ing the specific risks and challenges that arise in e-commerce concerning the protec-
tion of consumers’ personal data. It delves into various factors such as data breaches, 
unauthorized access, and potential vulnerabilities in the e-commerce environment that 
can compromise the security and privacy of personal data. 

Moreover, the chapter evaluates the impact of advanced technologies on the pro-
tection of personal data in e-commerce. While technologies such as artificial intel-
ligence, machine learning, and big data analytics offer valuable insights and oppor-
tunities for businesses, they also introduce new challenges in terms of data security 
and privacy. The vast amount of data collected and processed, combined with the 
complexity of these technologies, increases the potential risks and necessitates robust 
safeguards.

By addressing these risk factors and challenges comprehensively, stakeholders 
in e-commerce can develop effective strategies and implement appropriate measures 
to protect consumers’ personal data. It is crucial for businesses to prioritize cyberse-
curity measures, including regular vulnerability assessments, secure coding practices, 
and encryption protocols. Additionally, legal and regulatory frameworks should con-
tinuously evolve to keep pace with technological advancements, ensuring the enforce-
ment of data protection laws and promoting responsible data practices in e-commerce.

The third chapter of the thesis focuses on the measures employed to ensure the 
protection of personal data in the context of e-commerce. The chapter examines vari-
ous measures and technologies aimed at safeguarding consumers’ personal data, in-
cluding encryption, pseudonymization, and privacy-enhancing technologies.

The chapter analyzes different measures, such as encryption and pseudonymiza-
tion, which are widely used to protect personal data in e-commerce. It also examines 
the role of privacy policies, informed consent, and data protection officers in ensuring 
the protection of personal data in e-commerce. Privacy policies provide transparency 
by informing users about data collection practices, processing purposes, and their 
rights regarding their personal data. 

By considering these measures and technologies, along with the importance of 
privacy policies, informed consent, and the role of data protection officers, stakehold-
ers in e-commerce can implement a comprehensive approach to data protection. The 
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effective use of encryption, pseudonymization, and privacy-enhancing technologies 
helps mitigate risks, while transparent privacy policies and informed consent mecha-
nisms empower individuals to control the use of their personal data. The role of data 
protection officers ensures accountability and compliance with data protection regula-
tions, fostering a culture of responsible data handling in e-commerce.

In the end, the thesis contains recommendations for aligning the data protection 
practices in the Republic of Moldova with European provisions and requirements, 
which include the adoption of comprehensive data protection legislation that mirrors 
more detailed the principles of the GDPR. Moldova should harmonize its laws with 
European standards to facilitate data transfers and build trust with European part-
ners. Strengthening data subject rights, such as the right to access, rectify, and erase 
personal data, is crucial. Implementing robust security measures like encryption and 
pseudonymization, along with establishing a competent data protection authority, will 
ensure effective oversight and enforcement. 

Also, it is crucial for companies to respect and adhere to the provisions of manda-
tory security and data protection policies, as these policies play a significant role in 
safeguarding sensitive information and ensuring the privacy and security of personal 
data. By implementing mandatory security and data protection policies, companies 
can establish a framework for effectively managing and protecting personal data col-
lected from customers, employees, and other stakeholders. These policies provide 
guidelines and best practices for data handling, storage, access control, encryption, 
and incident response. They help mitigate the risks of data breaches, unauthorized 
access, and potential misuse of personal information. By implementing these recom-
mendations, Moldova can enhance data protection, foster trust, and align its practices 
more closely with European data protection standards.
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